Please ensure you have completed all steps in this document including the Outlook Email configuration
steps for successful email encryption and signing services to function properly.

To obtain your PKI 2 Hon Public Identity certificate for use with Secure Email / email encryption.
1). Click on the link below to begin:
Hon Public Identity

2). Click the <Continue> button to proceed
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Confirm your identity
Before your certificate can be issued. you must confirm you identity by entering identifying information
1. Click Continue
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https://pki.symauth.com/certificate-service?ac=137806&pf=2.16.840.1.113733.1.16.1.2.2.1.1.39017305

4). Verify your information is correct then click continue
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Common name  Anderson VWard
Email address Ward C Anderson@honeywell com
Email  Ward C Anderson@honeywell com
Company  Honeywell Intemational Inc
Department SMIME

Certificate nickname HOM PUBlic |dentity

If your information is incorect. contact your certificate administrator
hal birkeland@heneywell cor

By clicking Continue, | accept the terms and conditions
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5). Click the <Install certificate> button in the lower right corner to continue
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Install your certificate

Review these installation steps. and then click I the process
Either create a PIN or enter your existing ate
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If you farget this PIN. y Il not be able to use your
enrollment process to install another cerificate

- If you have previously installed a cedificate on your computer or smar eard. enter your existing PIN

Wait for the cenificate to be installed on your computer or smart card

Install certificate

6). Enter your PKI PIN and click <Submit> to continue
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7). Once you receive the confirmation window that “Your certificate enrollment is now complete” Close
your browser window and proceed to the Post enrollment instructions below to configure Microsoft
Outlook in order to utilize your new certificate for email encryption and digital signing.



Post Certificate Enrollment steps to configure Microsoft Outlook 2010 & 2013 (0365) for
email encryption and digital signing to utilize your new PKI certificate.

**please skip to page 5 for Office 365 / Outlook 2013 instructions.

1). Open MS Outlook
2). Click on Tools ->Trust Center ->Click on E-mail Security ->Click on Settings tab. Make sure “Send clear
text signed message when sending sighed messages” check box is checked as shown
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3). Ensure all the check-boxes are checked in the Change Security Settings pop-up.

4). Click on each Choose button individually & select your latest valid certificate in the Select
Certificate pop-up and click on OK. You can click on the certificate to know more details (Issued to,
\{alidity period, status etc) about it.
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Change Security Settings

Security Setting Preferences
Security Settings Name:
{ PKI 2 Profile Settings -
Cryptography Format: S/MIME
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g. Please ensure the Hash Algorithm is selected to SHA2 (SHA256) &JEncryption Algorithm to AES
(256-bit) for Security Settings. Click OK > Apply 2> Ok to complete.



Please see the example of pop-up window for certificate selection shown below.

6). Choose the Hon Public Identity certificate for your new encryption & signing certificate
configuration.

rWindows Security 2%
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| Issuer: Honeywell International Co-...
Walid From: 7/13/2014 to 7,/13/2017
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Click here to view certificate prope...

HOM Public Identity
| Issuer: Honeywell International Co-...
Walid From: 6/2/2013 to 6/2/2016

7). Restart your outlook to save the configuration changes.
Your outlook is now successfully configured for sending/reading encrypted emails.

Once you have completed all the above steps please revert to the PKI 2 website (click here PKI 2) and
complete Step # 3. This is the revocation of your legacy PKI 1 certificate and will complete your request.

Post Certificate Enrollment steps to configure Microsoft Outlook 2013 for email encryption
and digital signature utilizing your new PKI certificate.

1). Open Microsoft Outlook 365

2). Click on the File pull down Menu
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5). Click on the Email security option
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6). Click on Settings option as shown below
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Ensure all the check-boxes are enabled in the Change Security Settings pop-up window and also ensure
the Hash Algorithm is selected to SHA2 (SHA256) & Encryption Algorithm to AES (256-bit) respectively in
the Change Security Settings window as seen below then continue.



7). Click on each Choose button individually & select the Hon Public Identity certificate for your new

encryption & signing certificate configuration in the Select Cer

tificate pop-up and click on OK
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Change Security Settings
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Security Setting Preferences
Security Settings Mame:

PKI 2 Profile Settings
Cryptography Format: | 5/MIME

L] Default Security Setting for this cryptographic message format

[¥]iDefault Security Setting for all cryptographic messages:

[ Security Labels... ] [ Hew Delete

Certificates and Algorithms
-3 Signing Certificate: HOMN Public Identity

Hash Algorithm: | SHA258 -
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Encryption Certificate: |HON Public Identity

Encryption Algorithm: [AES [256-bit)

e e
Send these certificates with signed messages
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Ok ][ Cancel ]

The Select Certificate window should appear and the correct PKI 2 HON Public Identity certificate sample
is shown below for your review and awareness for the Step 7 ‘Choose’ selections above.

Windows Security

|25

Select a Certificate

——3| HON Public Identity
| Issuer: Honeywell International Co-...
Valid From: 7/13/2014 to 7/13/2017

Click here to view certificate prope...

8). Restart your outlook to save the configuration changes.

Your outlook is now successfully configured for sending/reading encrypted emails.

Once you have completed all the above steps please revert to

the PKI 2 website (click here PKI 2) and

complete Step # 3. This is the revocation of your legacy PKI 1 certificate and will complete your request.


http://honeywell.com/sites/ipc/Pages/mpki.aspx




